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CR95HF development software

Introduction

The CR95HF development software (STSW-95HF001) is a PC software which allows to
configure, evaluate, and communicate with ST CR95HF 13.56 MHz multi-protocol
contactless transceiver.

The software must be used in conjunction with the DEMO-CR95HF-A demonstration kit
(see Figure 1) which includes a ready-to-use board to interface with the host PC through a
USB interface. This reader is also included in the M24LR-DISCOVERY.

The DEMO-CR95HF-A is powered through the USB bus and no external power supply is
required. It includes a CR95HF contactless transceiver, a 48 x 34 mm 13.56 MHz inductive
etched antenna and the associated tuning components. The CR95HF communicates with
the STM32F103CB 32-bit core MCU via the SPI bus.

Figure 1. DEMO-CR95HF-A board
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Installing the CR95HF development software (STSW-
95HF001)

To install the CR95HF development software (STSW-95HF001):

1.  Download the latest revision of the CR95HF development software from
http://www.st.com.

2. Unzip the setup.zip file.

3. Execute the setup.exe file to install the CR95HF development software on your
computer. Follow the instructions described in Figure 1 to Figure 9 to install the
CR95HF development software under C:\Program files, and CR95HFDII.dIl system file
under C:\WINDOWS\system32.

When the installation process is complete, you can launch the CR95HF development
software. Refer to Section 2 for a detailed description of the software functions.

Figure 1. setup.exe welcome message

5! Setup - CR95HF Development Software g|§|@

wWelcome to the CR95HF
Development Software Setup
Wizard

Thiz will ingtall CRA5HF Developrment Saoftware an pour
camputer.

[t iz recommended that you cloze all other applications before
continuing.

Click Mest to continue, or Cancel to exit Setup.

MHeut > ][ Cancel

3

DoclD018994 Rev 4




UM1084 Installing the CR95HF development software (STSW-95HF001)

Figure 2. setup.exe licence agreement

5 Setup - CR95HF Development Software

Licensze Agreement

Pleaze read the following important information before continuing. --.." -'J

Pleasze read the following Licenze Agreement. vou must accept the terms af thiz
agreement before continuing with the installation.

CR35HF_Development_Saoftware Licenze

Al of the documentation and software inchuded in the
CR95HF_Development_Software package iz copynghted by STMicroelectronics.

Coperight [C] 2009-200 3 STMicroelectronics. All rights reserved.

Thiz zoftware iz provided "az-iz," without any exprezs ar implied warranty,
In no event shall the compary be held liable for any damages anizing from the use

(%) | accept the agreement

()| do not accept the agreement

< Back ” MHest » ][ Cancel

Figure 3. Select the destination folder

i Setup - CR95HF Development Software

Select Destination Location ” I
YWhere should CRA5HF Development Saoftware be installed? e )

._IJ Setup will install CR95HF Development Software into the following folder.

To continue, click Mext. F pou would ke to select a different folder, click Browse.

C:\Program Files\CR95HF_Development_Softward

Af leazt 10.0 ME of free dizk zpace iz required.

¢ Back ” M et = ][ Canicel
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Figure 4. Insert the CR95HF development software from the start menu

UM1084

15 Setup - CR95HF Development Software

Select Start Menu Folder * J
Where should Setup place the program's shortcuts? /

Setup will create the program's shortcuts in the following Start b enu folder.

To contifwe, click Mest. [F pou would like to zelect a different folder, click Browse.

| CRI5HF_Developrent_Software | [ Browsze. ..

¢ Back ” Mest » ][ Cancel ]

Figure 5. Create desktop or quick launch icons (optional)

5 Setup - CR95HF Development Software

Select Additional Tazks H J
YWhich addiional tazks should be performed? !

Select the additional tazks vou would like Setup to perform while instaling CRI5HF
Development Saoftware, then click Mest,

Additional icons:
Create a desktop icon
[] Create a Quick Launch icon

< Back ” Meut » ][ Cancel ]
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Figure 6. Install the CR95HF development software on your computer

i Setup - CR95HF Development Software |- ||E|r5__(|

Ready to Install

Setup iz now ready to begin installing CR95HF Development Software on pour
corpLter.

Click Inztall to continue with the installation, or click Back if you want to review or
change any settings.

Destination lacation:
C:%Program FileshCR35HF_Development_Software

Start Menu folder:
CR95HF_Development_Saftware

Additional tasks:
Create a deszktop icon

< Back ” Irstall ][ Cancel ]

Figure 7. Install the CR95HFdII.dII

5 Setup - CR95HF Development Software

Installing H J
Pleaze wait while Setup install: CRI5HF Development Software on your computer. B2l [

Feqgiztering files...

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIllllllllllllllllllllllq

Cancel

DoclD018994 Rev 4
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Figure 8. Read the CR95HF development software README

i Setup - CR95HF Development Software

Information H J
Pleaze read the following important information before continuing. y

YWhen you are ready to continue with Setup, click MNext,

CRI5HF_Development_Software README

Inztallation Instruchions

After zetup.ere inztallation,
Mo specific divers 1z needed for your DEMO-CRS5HF-A [HID USE class uzed]
E njoy with pour DERMO-CR35HF-A.

Please connect to our web zite to be infarmed about updates and additionnal features.
hittpe A v, 2t com!

Figure 9. Launch the CR95HF development software
5! Setup - CR95HF Development Software E|E| E]

Completing the CR95HF
Development Software Setup
Wizard

Setup haz finished instaling CR95HF Development Software on
wavur computer. The application may be launched by zelecting
the installed icons.

Click Finizh o exit Setup.

Launch CRA5HF_Development_Software

¢Back || Finish
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UM1084 Using the CR95HF development software
2 Using the CR95HF development software
2.1 Launching the CR95HF development software

3

Before launching the CR95HF development software, make sure that the DEMO-CR95HF-
A board is connected to the USB port of your computer.

The on-board LED blinks to indicate that the board works properly.

When the CR95HF development software is launched, a DEMO-CR95HF-A detection
process begins (see Figure 10 and Figure 11) to check:

e the revision of the DLL installed on your computer
e the revision of the STM32 MCU firmware installed on your DEMO-CR95HF-A board
e the CR95HF identification number (IDN)

The objective of these checks is to verify that the DLL installed on your PC is up-to-date,
and that your DEMO-CR95HF-A is ready to be used with the CR95HF development
software.

If a problem occurs during the detection, the message shown in Figure 12 is displayed.
Figure 10. DEMO-CR95HF-A detection message 1/3
CRI95HF Development_Software

revision 1.5

detection on going

Copyright 2013
Using DEMO-CR95HF-A STMicroelectronics

DoclD018994 Rev 4 11/68
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Figure 11. DEMO-CR95HF-A detection message 2/3

CRI95HF Development_Software

revision 1.5

DLL REV =0.9
MCU REV =2.1.2
HARDWARE REV = MB1054A
IDN = NFC FS2JAST2

DEMO-CRI5HF-A detection is OK.

Copyright 2013
Using DEMO-CR95HF-A STMicroelectronics

Figure 12. DEMO-CR95HF-A detection message 3/3

CRI95HF Development_Software

revision 1.5

DILL REV =0.9

DEMO-CRY5HF-A is not detected. Please verify USB connection.

Copyright 2013
Using DEMO-CR95HF-A STMicroelectronics

3
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2.2 Main menu
If the DLL has been installed correctly and the DEMO-CR95HF-A is connected to your PC
USB port, the main menu is displayed to indicate that the software is running (see
Figure 13).
Note: The software release number is shown at the bottom of the menu window.
This menu allows the user to access several sub-menus:
e User commands (see Section 2.3)
e 1SO15693 mode (see Section 2.4)
e 1S0O14443-A mode (see Section 2.5)
e 1S014443-B mode (see Section 2.6)
e 1SO18092 mode (see Section 2.7)
e Tools menu (see Section 2.8)
e Help menu (see Section 2.9)
Figure 13. Main menu
ru_.- CRS5HF development software | = | & Y .|1
User Commands 15015693 1S014443-A  15014443-B  1S018092 Tools Help
DEMO-CR95HF-A BOARD CONMECTED wversion 1.6 | STMicroelectronics A
2.3 User commands

3

This firt menu allows to access to all the commands described on the datasheet of the
CR95HF IC and the RX95HF IC. You will be able to configurate and manage
communication with the CR95HF IC or the RX95HF IC.

DoclD018994 Rev 4
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Figure 14. User command menu

' 4 =

&7 CRI5HF development scftware =NRE X
User Commands | 15015693 1SO14443-A [5014443-B  [5018092 Tools Help

CR95HF commands

RX85HF commands

WARNING : DEMC-CRY9S5HF-A BOARD NOT C| version 1.6 | STMicroelectronics

CR95HF commands menu

1.

Select CR95HF commands from the main User command menu to communicate with
the CR95HF embedded on your board and use all the commands and parameters
described in the CR95HF datasheet (see Figure 14).

Select a command from the list (see Figure 15). The corresponding CR95HF command
is sent to the DEMO-CR95HF-A. The selected parameters together with the board
answer are displayed in the log window located at the bottom of the CR95HF user
interface window.

Two buttons are available from this menu:
Save Log can be used to save the log content.
Clear Log clears the log window.

The following commands can be sent through the CR95HF user interface:
— 01:IDN

—  02: Protocol Select

— 04: SendRecv

— 07:1dle

— 08: RdReg

—  09: WrReg

— OA: Set UART baud rate

— 55: Echo

3
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Figure 15. CR95HF user interface menu
I —

[ €RaBHF Commuand List -

oL

02 :Protocol Select
o SendRecy

ar il

o0 RdReg

o Baudiate
Echo-code

b

=

Sawe Log

Clear Log

01: IDN

Click 01: IDN to request short information about the CR95HF and its firmware version (see
Figure 16).

Figure 16. IDN window

command code 01 : IDN

AR

length of data

command code

Request : 0100

BT e 000F4E4643204653324A41535431004298
00 : result code = OK

OF : length of data (15)

MNFC FS2JASTL

DoclD018994 Rev 4 15/68
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02: Protocol Select
Click 02: Protocol Select to select the communication protocol to be used between the
CR95HF and the tags, or to switch the RF field off (see Figure 17):

e  Click 00: Field OFF to send a Field OFF command that turns the RF field off (see
Figure 18).

e Click 01: 1SO15693 to select and configure the ISO15693 communication protocol (see
Figure 19).

e  Click 02: ISO14443-A to select and configure the 1ISO-14443-A communication
protocol (see Figure 20).

e Click 03: 1SO14443-B to select and configure the 1SO-14443-B communication
protocol (see Figure 21).

e  Click on 04: 1ISO18092 to select and configure the ISO-18092 communication protocol
(see Figure 22).

Figure 17. Protocol Select window

command code 02 : Protocol Select

Reader protocol code

" 00 :Field OFF
" 01:15015693
7 02 :15014443-A
(" 03:15014443-B
" 04 :15018092

Figure 18. Field OFF window

command code 02 : Protocol Select

Reader protocal code Field off byte @ configuration

7T |0

+ 00 :Field OFF

" 01:15015693 6 o
02 :15014443-A -
" 03:15014443-B 5o
" 0415018092 4 o
b RFU
3o
2
1o
oo
byte 0 = W
Answer : (0000
7 o2 |02 |en oo 00 : result code = OK
p— ‘ 02020000 00 : length of data {0)
16/68 DoclD018994 Rev 4 "_l
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Figure 19. 1SO15693 window

Reader protocal code

command code 02 : Protocol Select

15015593 reader byte 0 canfiguration

00 :Field OFF
01 :15015693
02 :15014443-A
03 :15014443-B
04 :15018092

il lie I e

send frame

T

&
S
4
3
2
1
i}

[o~

e
[o~
[o~

:'_ 00:26k -
[o~
o 1:wait for sof -
[1 1:10% madulation -~
[o 0:SingleSubcarrier -~
[ 1:Append CAC -~

byte 0 = W

oz [oz [on [0

Request : ‘ 0202010D

Answer - (0000

00 : result code = OK

00 : length of data (0}

Figure 20. 1ISO14443-A window

Reader protocol cade

command code 02 : Protocol Select

15014443 A reader byte 0 configuration

00 :Field OFF
0115015693
02:15014443-A
03 :15014443-B
04 :15018092

YR

send frame

7

&

= ok oM oW B

il

o

FU
[0
[0 } RFU
[0

R

byte 0 = |E

[62 o [02 [0 [or [

Request- | 020402000180

15014443-A reader bvte 1 & 2 canfiguration

W AFDT optional bytes 1 & 2

byte 1 =[p1 byte 2 =[g0

Answer - (0000

00 : result code = OK

00 : length of data (0}

Figure 21. 1SO14443-B window

Reader protocal code

15014,

command code 02 : Protocol Select

443-B reader byte 0 configuration

00 - Field OFF
01 :15015693
11501444 3-A
03 :15014443-B
04 :15018092

plONs e lle'
=
5]

7

o ok N oW BEono@

o

e } "

o

1 —— |1:AppendCRC -
byte 0 = E

[ [or [ o1 [or [0

L ‘020-’103010180

15014443-B reader byte 1 & 2 configuration

¥ AFDT optional bytes 1 & 2

bvtel=ﬁ bvte2=|T

Answer : (0000

00 : result code = OK

00 : length of data (0)

3
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Figure 22. 1SO18092 window

1S018092 reader byte 1 canfiguration
command code 02 : Protocol Select
a5
Reader protocal code 1S018092 reader byte 0 configuration 3 ||j7 RFU
" 00 -Field OFF 7 |'T 01:212k - : |IT
" 01:15015693 6 1 Er 1:szarchfarthe reply -
 02:15014443-A = =
" 03:15014343-B 5o 01212k = 3o
¥ 04:15018092 4 2 |o
|T r 0:1slot -
3o 1o
2 o E’— RFU 0o
l |'T check to send 5lot Counter ]
W byte 1=
o1 1-Append CRC = parameter (byte 1)
byte 0 = E 15018092 reader bytes 2 & 3 configuration
W AFDT optional bytes 2 & 3 = E 'F
Answer - (0000
send frame 02 |05 |04 |51 |10 |05 |00 00 : result code = OK
p— ‘ 0205045100500 00 : length of data (0}

04: SendRecv

Click 04: SendRecyv to send data and receive the tag response using the previously
selected protocol (see Figure 23 for an example).

Figure 23. ISO15693 Inventory (260100) transmitted using a SendRecv request

command code 04 : SendRecv
’W Iﬁ |260100

\\ <Data> : data to be sent

length of data

command code

Reauest: | 0403260100

g S00D0000SES34045AE2102E0DCD300

30 : result code = OK

0D : length of data (13)

00 00 5E 53 40 45 AE 21 02 EO : Tag answer
DC D3 : CRC

00 : Protocol result

DoclD018994 Rev 4
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07: Idle

Click 07: Idle to switch the CR95HF to Tag Detection or Hibernate mode and specify the
condition to exit this mode (see Figure 24).

Figure 24. Idle window

IDLE frame examples (se= datasheet or AN3A33)
command code 07 : Idle {+ fram Ready stateto Hibernate state (wake up event - IR0 In]

" from ReadystatetoSleep state fwaks up avent :IRQin pin}
™ fram Ready state taSleep state fwake up event : NS5 pin)
{7 fram Ready statetoSle=p state, backto Ready state aftertime out (7 sec)

™~ wake up by TagDetectar or IRQ in pin
LeaveCtriH " " . .
: ™ basicIDLEcommand used duringthe TagDetection Calibration process
LedEi L {cf datasheet or AN3433 for DacDataH valuzs)
WUCtrIH
WUCEIL Echo
EntercriH
MNegative puls= on IR in
EnterCriL %

<WFUFlags> T —‘ legative Pulse on 5P| HSS

0

sostome_|[o7 [3& [65 [os [ [or [00 [15 [o0 [00 [ [00 [ [s0 [00 [0

0
L L length of data <WUPeriod= J J
command code <OscStart>

——
——

=1
=]
=1
=]

<Dacstart>
Request - | <DacDatal>
<DacDataH>
Answer : | SwingsCnt>
<MaxSleep>

08: RdReg
Click 08: RdReg to read the Wakeup register (see Figure 25).

Figure 25. RdReg window

command code 08 : RdReg

Send frame o8 03 62 01 00 Select register

o “Wake-up ev i
\_ ST Reserved 0x62 - Wake-up event register
-> answer = 01 - wake-up by timeout

Register size
3 ->answer = 02 twake-up by tag detect
Register Address

~ . .
Jength of data Ox69 - ARC_B register

-> answer = XY
where : ¥ = Depth
Request : | where ¥ = Gain

command code

Ansuer : |

DocID018994 Rev 4 19/68
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09: WrReg
Click 09: WrReg to set Analog refister and update ARC_B register (see Figure M)

Figure 26. WrReg window
command code 09 : WrReg

Send frame 09 03 68 00 01 Write register command

L & Set analog register index to 0xD1 (ARC_)
\\ L Lis ¢ Update ARC_B value (with value = XY)

Flagi it add i it d
ag increment address after write commani where - X = Modulation Depth

Analog Register Configuration address index 1=10% 4=30% D=95%

2=17% 5=33%

length of data 3-25% 6 =255
ST et where : ¥ = Receiver Gain

Request : | 0=34dB 3=27dB F=8dB

1=32d8 7=20dB

A :
nswer | (" Set HF2RF (enable Reader mode)

" Reset HF2RF (disable Reader mode)
" Set TimerW value 0x50-0x60 (15014443-A)

" Enable the AutoDetect filter (15018092)
" QIDRF Enable

0A: Set UART baud rate

Click 0A: Set UART baud rate to configure the UART data transfer (see Figure 27).
Note: The DEMO-CR95HF-A is delivered in SPI version. Contact your nearest ST sales offices to
switch it to UART mode.

Figure 27. Set UART baud rate window

command code 09 : WrReg

send frame 09 03 68 a0 01 Write register command

\_ (v Set analog register index to 0x01 (ARC_B)
\\ Index

" Update ARC_B value {with value =X}

Flag increment address after write command
E where : ¥ = Madulation Depth

Analog Register Configuration address index 1=10% 4=30% [ =95%
2=17% 5=33%
length of data 3= 250 6 = 369
e Gtk where :¥ = Receiver Gain
Request : | 0=34dB 3=27dB F=EdB
1=32d8 7=20dB

Ansuer :
| (" Set HF2RF {enable Reader mode)
(™ Reset HF2RF {disable Reader made)

" SetTimerW value 0x50-0x60 (15014443-4)

(" Enable the AutoDetect filter (IS018092)
" QD RF Enable

3
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55: Echo
Click 55: Echo to perform a serial interface echo (see Figure 28).
Figure 28. Echo window
command code 55 : Echo-code
command code
Request - |55
Ansurer |5500
2.3.2 RX95HF commands menu

3

1. Select RX95HF commands from the menu User Commands to communicate with the
RX95HF embedded on your board and use all the commands and parameters described in
the datasheet (see Figure 14).

2. Select a command from the list (see Figure 29). The corresponding RX95HF command is
sent to the DEMO-CR95HF-A. The selected parameters together with the board answer are
displayed in the log window located at the bottom of the RX95HF user interface window.

Figure 29. RX95HF commands menu

RXG5HF user interface B

RX9SHF Command List -

RX9SHF Command List

01:IDN

02 : Protocol Select

03 : Poll Field

05 : Listen

06 : Send

07 : 1dle

08 : RdReg -

Save Log
Clear Log |
Two buttons are available from this menu:
e Save Log can be used to save the log content.
e  Clear Log clears the log window.
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22/68

The following commands can be sent through the CR95HF user interface:
— 01:IDN
—  02: Protocol Select
— 03: Poll Field
— 05: Listen
— 06: Send
— 07:1dle
— 08: RdReg
— 09: WrReg
— 0D: AC filter
— 55: Echo

01: IDN

Click 01: IDN to request short information about the RX95HF and its firmware version (see
Figure 30).

Figure 30. IDN window

command code 01 : IDN

length of data

command code

Request : 0100

BT e 000F4E4643204653324A41535431004298
00 : result code = OK

OF : length of data (15)

MNFC FS2JASTL

02: PROTOCOL SELECT

Click 02: Protocol Select to select the communication protocol to be used between the
RX95HF and the transceiver (see Figure 31):

3
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Figure 31. Protocol Select window

command code 02 : Protocol Select

Tag emulation

(" 12 :15014443-A

Click 12: 1SO14443-A to select and configure the 1SO-14443-A communication

protocol for tag emulation (see Figure 32).

Figure 32. 1ISO14443-A windows

command code 02 : Protocol Select

Tag emulation 15014443-A card byte O configuration

= 12:15014843-A 7o EXC |
o

o
:’_ 00: 106k -

o

1 wait for field -

[= I R T ST -

ISR

Answer : 0000

] [ [0 [12 o8 e T e

Request : ‘ 02021208 00 : length of data (0)

3
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03: POLL FIELD

Click 03: Poll Field to be able to send Poll Field command. The result will inform the
emulated tag of the presence of RF field. (see Figure 33):

Figure 33. Poll Field windows
command code 03 : PollField

[

length of data

command code

Request :

0300

Answer :

000100

00 : result code = OK

01 : length of data (1)
00 : Field is not detected

05: LISTEN

Click 05: Listen to be able to send Listen command. The result will inform if the emulated tag
is in Listen mode (see Figure 34):

Figure 34. Listen window

command code 05 : Listen

Send frame 05 |00

Send Echo command ‘

Answer : |5500

'CRISHF Polling + Reading;

Available in script tool as "CRE5HFDLL_POLLING_READING"
length of data

Answer : |0000

command code

Request :

0500

Answer :

0000

00 : result code = Confirm that the device now is in Listen mode
00 : length of data (0}

“Echo” command and “CR5HF Polling + Reading” command has been added to be able to
play with Listen mode and control the state of the emulated tag.

24/68 DoclD018994 Rev 4
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06: SEND

Click 06: Send to be able to send Send command with some parameters. The parameters
will be the answer of the emulated tag to the transceiver (see Figure 35):

Figure 35. Send window

command code 06 : Send

Send frame 06 00 ‘

<Data>: data to be sent
length of data

command code

Request : |

Answer : |

07: IDLE

Click 07: Idle to be able to send Idle command with some parameters. (see Figure 36):

Figure 36. Idle window
IDLE frame examples (see datasheet or AN3433)
command code 07 : Idle {+ from Ready state to Hibernate state (wake up event : IRQ In}

" from Ready state to Sleep state (wake up event : IRQ,in pin)

{" from Ready state to Sleep state (wake up event : N5S pin)
™ from Ready state to Sleep state, back to Ready state after ime out (7 sec)
(" wake up by Tag Detector or IRQ.in pin

'-e‘a"ec':"m (" basic IDLE command used during the Tag Detection Calibration process
LeaveCtriL (cf datasheet or AN3433 for DacDataH values)
wuctrlH

WuctriL Echo
(] Negstive pulze on IRQin
EnterCriL
<WFUFlags> —| —‘ Negative Pulse on SPI NSS

swatone_|[67"[o€ [05" [or" [o0 [05 [0 18[00 [0 [0 [a0 30 [00 [0 [a0

L L length of data <WUPeriod= J J
command code <OscStart>

—
—

=]
=]

<DacStart>
Request | <DacDatal>
<DacDataH>
Answer | <SwingsCnts
<Max5leep>
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08: RDREG

Click 08: RdReg to be able to Read ACC_A register or to send Wake-up event (see
Figure 37):

Figure 37. Read Register window
command code 08 : RdReg

08 03 69 01 00 Select register

‘o E -
L ST Reserved 0x62 : Wake-up event register
- =01: i
Register size answer =01 : wake-up by timeout

-=answer =02 : wake-up by tag detect

Register address for ACC_A register

+ : i

length of data + 0x69: ACC_Aregister
command code - an;:]u::: );:Y: Depth

Request : 0803690100 where - ¥ =Gain

ANSWer: 1000100

00 : result code = OK
01 : length of data (1)
Data : 00

09: WRREG

Click 09: WrReg to be able to set Analog registers and update ACC_A register (see
Figure 38):

Figure 38. Write Register window
command code 09 : WrReg

05 (03 |68 |00 |01 Write register command

|_ (v Set analog register index to 0x01 [ACC_A)
\\ Index

Send frame

" Update ACC_A value (with value = X¥)
Flag increment address after write command -
where : X = Demodulator Sensibility

Analog Register Configuration address index 0x1=10%

length of data LS
where : Y = Load Modulation
command code Ox1 = Min
Request 0903680001 gx: :aefault
IXF = Max

Answer 0000

00 : result code = Data was successfully sent
00 : length of data (0}
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0D: AC-FILTER

Click 09: AC-Filter to be able to set ATQA, SAK and UID value for anticollision process (see
Figure 39):

Figure 39. AC-Filter window

command code 0D : Activate / Desactivate anti-collision filter

" Desactivate

" Activate for 1-cascade level filcter
" Activate for 2-cascade level filcter
{+ Activate for 3-cascade level filcter

I uID for casclade level 3 |
[ [ & [ [ [oo [0 [ s [o [ s [ [ [ [ [o

| L-

length of data Answer - {nnog

command code 00 : result code = Device is successfully Activated /

00 : length of data (0}

Request : | ODOF440388000000880000000000000000

55: ECHO

Click 55: Echo to perform a serial interface echo (see Figure 40).

Figure 40. Echo window

command code 55 : Echo-code

’E

command code

Request : | 55

Answer : |5500
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2.4 1ISO15693 menu

1. Select ISO15693 from the main menu to use the DEMO-CR95HF-A as an 1ISO15693
reader. You can then choose between long range contactless memories and Dual
Interface devices (see Figure 41).

Figure 41.1SO15693 menu

&7 CRI95HF development software =NACN X

User Commands [18015693] 15014443-A  [5014443-B 15018082 Tools Help
LRILK
LRIZK
LRISZK
LRISG4K

M24LR04E
M24LR16E
M24LRG4E
M24LRb4

DEMO-CRS5HF-A BOARD CONNECTED version 1.6 | STMicroelectronics

3
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Select a device from the list (see Figure 42 for an example). The board is then
automatically configured as an ISO15693 reader, and the CR95HF can send/receive
ISO15693 frames to/from the tags using the SendRecv command.

ISO15693 communications are configured as follows:

—  10% high data rate

—  One subcarrier

The 1SO15693 configuration is displayed in the log window.

The upper part of the menu shows buttons which allow to send 1ISO15693 requests to a
tag through the DEMO-CR95HF-A antenna. The main available requests are:

— Inventory

—  Select

—  Stay Quiet

— Reset to ready

—  Get system info

— Initiate

— Inventory initiated

— Fastinitiate

—  Fast Inventory initiated

Refer to the CR95HF datasheet for the full list of ISO15693 commands.

By default, the ISO15693 requests are sent in Non-selected/Non-addressed mode, and
the requests are decoded by all the tags present in the RF field.

To switch to Addressed mode, follow the steps below:
a) Send an Inventory request to retrieve the tag UID.

b) Click on the UID displayed in the INVENTORY response window to automatically
copy the UID into the Tag information text box.

c) Check Address Flag to activate the Addressed mode for the coming requests.
The following sequence is required to switch to Selected mode:

a) Send a Select request in Addressed mode (steps a to ¢ above).

b) Uncheck Address Flag.

c) Check Select Flag.

All the coming requests will be sent to the previously selected tag.
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Figure 42. Example of ISO15693 user interface for M24LR64

Inventary Igser Muode ]

Inventory Parameatars Inventory Options Inventary
° v Inventary r loep !
Mask | oo [~ AFl optionflag | 0o =
Mask Value
Stay Quiet
& 1slot T |
Reset to ready
Inventary & Anticollision response
Initiats [ Fast Initiate [ y ‘
Inventory Initiated | Fast Inventory Initiated |

SYSTEM INFQ for one transponder

Taginformation

Tap ransponder UID

™ selectFlag [T Address Flag
Get System Info
Data Rate
Send any frame | " Low & High

" Lowtwo SC 7 High two 5C

Use <CROSHF commands>to configure
your CRISHF protocol

requast = | answear = |

03-28-2013 12:02:0

=== CROSHFDLL_ECHD

=<< 5500

CROSHF CONFIGURATION (15015693 L0% High Datarate One Subcarrier
=== CRESHFDLL_SELECT, 010D

<2 0000 Launch RF POR
Save Log

Clear Log |

03-28-2013 12:02:0

3. Click User Mode from the toolbar of the device ISO15693 user interface to display the
ISO15693 requests that can be sent in User mode (see Figure 43). The main requests
are:

— Read single and multiple block(s)
— Fast read single and multiple block(s)

The DEMO-CR95HF-A is automatically configured in Fast mode, and put back in
normal mode when the request is complete.

Other requests are available (DSFID, AFl, ..). Refer to the device datasheet for the full
list of ISO15693 requests available for a given product.

Note: The tag answer to a read request is displayed in the right part of the window.
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Figure 43. Selecting User Mode from 1SO15693 user interface (M24LR64)

Inventory  User WMode 1

Read Single Block

| Write Single Block | RF block addrass

Read Multiple Block |

Get Vultiple Block |
Security Status

Fast Read Single Black I~ Block Locking status o Jooor
Fast Read Multiple Block
DSFID AFI
Writs | Lock | Writs | Lock |
Present Sector Password | Write Sector Password | LockSector Password |
password number = 1 2 3

request = |paz00Fo0

IS015693 user interface M24LRG64 @

[nfufufu]
0001
{nfufu}:3
{nfufuf)
0004
[nlufufs]
[nfufu]]
[nlufujr)
[nfufuf:]
[nfufuj=]
[nlufu}}
0008
00ac
[nlufups]
000E
[nlufujy

answer = |500300FFFFFFFFEE3COO0

Taginformation

Tag TRANSPONDER UID

™ selectFlag [T Address Flag
Data Rate

" Low & High

" Lowtwo SC 7 High two 5C

Use <CROSHF commands>to configure
your CRISHF protocol

03-28-2013 12:03:57

03-28-2013 12:03:57

03-28-2013 12:03:57

<<= 800300FFFFFFFFEE3COO
READ SINGLE BLOCK

== CROSHFDLL SENDRECV,
<<= B00300FFFFFFFFEE3 COY
READ SINGLE BLOCK
=+ CRYSHFDLL_SEMDRECY
<<= 200300FFFFFFFFEE3 COO

READ SINGLE BLOCK

=+ CRYSHFDLL_SENDRECY, 0AZ00F00
<<< BOOB00FFFFFFFFEE3COQ

0A200D00

A200E00

k this box to disable dotolog
nprove time to read or to

i f
performances)
Launch RF POR

Save Log

- Clear Log |

1SO14443-A menu

Select the 1ISO14443-A menu to launch one of the following user interface (see Figure 44)
— 1S014443-A Cards commands : (see Section 2.5.1)
This menu allows the user to send any ISO14443-A requests

—  TOPAZ (see Section 2.5.2)
This menu allows the user to send any 1ISO14443-A requests to TOPAZ product

— M24SR04 M24SR16 M24SR64 (see Section 2.5.3)
This menu allows the user to send any 1ISO14443-A requests or APDU request to
M24SR product

—  Type_4A NDEF Message user interface (see Section 2.5.4)

This menu allows the user to read and write NDEF message to Tag Type 4A

DoclD018994 Rev 4
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Figure 44.1S014443-A menu

- .

&7 CRI95HF development software =NACN X

User Commands 15015693 [18014443-A] 15014443-B 15018092 Tools Help
15014443-A Cards commands

TOPAZ

M245R04
M245R16
M245R54

Type_4A NDEF Message user interface

DEMO-CRS5HF-A BOARD CONNECTED version 1.6 | STMicroelectronics

1SO14443-A Cards commands

Select 1ISO14443-A from the list (see Figure 45 for an example). This automatically
configures the board as an 1ISO14443-A reader and displays all the ISO14443-A requests.

Figure 45. 1SO14443-A selected from the list

15014443-A user interface 15014443-A

15014443-A user interface

15014443-A anticollision process

REQA | WUPA | HLTA | Compatibility Write

answer requast

Anticoll | Anticol2 | Anticn|3|

Select 1 | select 2 | Select 3 |
data for Select

Ui RATS | 50 w

Anticollision Process | RF block address
PPS 11 |00 0o

Send Raceive APDU

APDU
FCE [ixi] ICLA INS F1 P2 LC DATA LE I CRC
| request || 02 | | | | | | | | | | | 3B | send APDU requast
PCE (oio) DATA SwW1 swa2 CRe
Lonser JL [ ] [ T 1] |
APDU examples v autofollow BlockNumbar ﬂ

(" APDUtsst (" Select Application [~ Select CCfils (E103) (" Selzct NDEFfil= (0001)
(™ read binary (5 bytes) ¢ update binary (5 bytes)

Send any fra%,mil\ answer =

[~ aptional DID

08-28-2413 13:31:05 CRISHF CONFIGURATION : 1501444 3-A protocel A

))» EE?EHFDLL_SELECTI 02000180 RF POR
08-28-2013 133105 15014443-A4 - CONFIG

#= CROSHFDLL_STCmd, 0109043A005804

<<< 0000 Save Log
] -2013 13:31:05 1501449 3-A D INCREASE DEMOD GAIN

e (_:?%?HFDLL_STCIHCI. 01 0904E820101D3 3 Clear Log |

<o QOO0

The 1SO14443-A configuration is displayed in the log window as shown in Figure 45.
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The upper part of the window contains buttons allowing to send 1ISO14443-A requests to
tags through the DEMO-CR95HF-A board.

Refer to the device datasheet for the full list of ISO14443-A requests available for a given
product.
Anticollision process will try to communicate with your Tag and try to select it. This automatic
process is only for 1 tag.
It sends successively:
e RegA
e  Anticol1
e Select1
e Anticol2
e Select?
e Anticol3
e Select3
The process will be stopped as soon as an error occurs or if the anticollision process is
finished (4 bytes or 7 bytes or 10 bytes UID).
Other commands can be sent such as:
e RATS
e PPS
e READ
e WRITE
Send Receive APDU can be used to send APDU requests.
25.2 TOPAZ user interface

3

The TOPAZ configuration is displayed in the log window as shown in Figure 46

Some basic commands are available to be able to play with TOPAZ cards such as :
- REQA
- RID
— RATS
- PPS
- READ
-  WRITE_NE
-  WRITE_E
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Figure 46. TOPAZ user interface

15014443-A user interface TOPAZ =
TOPAZ user interface NFCTYPE 2 TAG
Write_NE Write_E
REQA
ElD) ‘ HRO
HR1 |
uip
Read
RATS 80 Q
4 ’_ Block address
00
pes | [12 [oo

iSend any frame request = answer =

>>> CRGSHFDLL_SELECT, 02000300 o

<<< 0000
01-23-2014 15:23:57 15014443-ATOPAZ - CONFIG &

>>> CRGSHFDLL_STCmd, 0103043A005804
<<< 0000

01-23-2014 152357 1SO14443-A TOPAZ - INCREASE DEMOD GAIN E Eerales
>>> CRGSHFDLL_STCmd, 010304680101D3
<<< 0000 il Clear Log ‘

25.3 M24SR user interface

The M24SR user interface has been separated into two different windows to improve the
visibility of the tool.

We have separated this two windows following the “life” of the M24SR (see Figure 47):
— after a RF POR or a deselect command, the M24SR is in the ISO14443-A world
— after RATS or PPS command, the M24SR enter in the NFC world.

First, select M24SR04 or M24SR16 or M24SR64 depending on the device to access along
the device density.

When selecting the device, the 1ISO14443-A window appears.

3
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Figure 47. M24SR user interface

15014443-A NFC userinterface M245R54

15014443-A Anticollision details

M24SR64 : 1SO14443-A user interface

SENS REQ (REQA) | ALLREQ (WUPA] | SLP REQ (HLTA) ‘

answer request
SDDREQ 1 [ANTICOL1) | SDD REQ 2 (ANTICOL2) | SDD REQL3 (ANTICOL3) ‘
SELREQ 1 (SELECT1) | SELREQ 2 (SELECT2) | SELREQ 3 (SELECT3) ‘

SENS REP answer

SENS REP frame = XX XX
bit frame anticollision [5:1] = xxxx
RFU size [6] = =
UID size [8:7] = xx
RFU [16:8] = xxwx

wura [

Uiz
Anticollision Process ’—
RATS [a]o

ops ’E ’F |E |E ANTICRC‘;-I}LSISION

SEND RF frame |

rf request “

UID & BCC for SEL REQ

FsDI

L 00 cip=Fillthe DID

RF OFF RF ON

FFS FPSD  FPS1 PPS

[¥ PPS1is transmit

W with PPS

™ wuea
DESELECT [v with RF OFFON

RFfield OFF

rf answer ‘DDDD

NFCTYPE4ATAG
show Log
calcul CRC

As soon as the windows appears, the ISO14443-A protocol selection is done in background.

Click on show log to display the log window and see the CR95HF protocol selection

sequence (see Figure 48)

Figure 48. CR95HF protocol selection sequence

<<< 0000

<<< 0000

01-22-2014 18:02:50 CRI5HF CONFIGURATION : 15014443-A protocol
#»» CRSHFDLL_SELECT, 02000280

01-22-2014 18:02:50 15014443-A - CONFIG
>>» CRISHFDLL_STCmd, 0109043A005A04

El NFCTYPESATAG

| cearlog | savelog

1ISO1443-A screen

The first screen (see Figure 47) is displayed when the M24SR is selected in the option
menu. Several buttons are displayed in this window. The buttons represent all the available
commands in the 1ISO14443-A world:
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Some buttons are used to send single commands:

SENS REQ (REQA): send a REQA to the M24SR

ALL REQ (WUPA): send WPUA command to the M24SR

SLP REQ (HLTA): send HLTA command to the M24SR

SDD REQ 1 2 3 (ANTICOL 1 2 3): send Anticol command to the M24SR
SEL REQ 1 2 3 (SELECT 1 2 3): send Select command to the M24SR
RATS: send RATS command to the M24SR

PPS: send PPS command to the M24SR

DESELECT: send Deselect command to the M24SR

Two additional buttons allow to accelerate the communication with the M24SR:

Anticollision Process button

can be used to detect a Tag and read the UID of this tag

when clicking on this button, the anticollision sequence is sent (beginning by a REQA
or WUPA) depending of the Option button.

The REQA/WUPA answer is detailled in SENS REQ answer screen.

The anticollision sequence is summarized in the array.

The sequence is launched and stopped when an error occurred.

At the end of the sequence, if no error is found, the UID of the selected M24S is
displayed in UID field as show on Figure 49

Figure 49. Anticollision process results

15014443-A Anticollision details

REQ A 26 4200
ANTICOL 1 9320 BBO286000C
SELECT 1 9370880286000CC620 04DALT
ANTICOL 2 9520 0042C5098E
SELECT 2 95700042C5098ED927 20FC70

wupa [~

uin
Anticollision Process |_3235:.:.:.34205_35

36/68

RF OFF RF ON ANTICOLLISION RATS PPS button

can be used the whole anticollision process with RATS with PPS to reach NFC type 4A
world.

This button can be configured by enabling or disabling

*RF OFF/ON
eReplace REQA command by WUPA command
*PPS request added to the sequence

3
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Figure 50. RF OFF on autocollision RATS PPS button

RF OFF RF ON
ANTICOLLISION
RATS
PPS

[v with PPS
[ wups
| with RF OFFON

The sequence is launched and stopped when an error occurred.

At the end of the sequence, if no error is found,
e The UID of the selected M24SR is displayed in UID field.
*RATS answer
*PPS Answer (if option selected)
eThe log windows is filled with RF request & RF answer

As shown on Figure 51

Figure 51. RF OFF on autocollision RATS PPS results

15014443-A Anticollision details

REQ A 26 4200

ANTICOL 1 9320 BBO286000C
SELECT 1 9370880286000CC620 04DALT
ANTICOL 2 9520 0042C5098E
SELECT 2 95700042C5098ED927 20FC70

RATS EQ403DB5 0578009002D0A3
PPS DO0110052A6 DO7387

o wura [T
Anticollision Process |_3235:.:.:.34205_35

At the end of this action, if no error is occurred and M2SR answers are Ok, the window will
automatically switch to the windows called NFC Type 4A.

How to access to ISO14443-A command and NFC Type 4A commands:

—  When the 1SO14443-A windows is displayed, the “NFC Type 4A” button is
available to switch to NFC Type 4A window.
See Figure 52

3
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Figure 52. NFC Type 4A button available

RFfield ON
frequest |DB110052A6

|DD7387

rf answer

NFCTYPE4ATAG
]

calcul CRC |

—  When the NFC Type 4A windows is displayed, the ISO14443-A button is available
to switch to iso14443-A window.
See Figure 53

Figure 53. 1ISO14443-A button available

/£ request |Dt:110052A6 ot
rf answer |DDTEET Q
how L

As already explained in the user manual, the “RF request” and “RF answer” fields contains
the send command and the answer from M24SR.

Figure 54. RF request and RF answer

f request |DDllDDEZAE

rf answer |DD?35?

The show log button is available to be able to see the history of RF request and RF answer.
See Figure 55 and Figure 56.

Figure 55. “Show Log” button

rf request |DO11005246 AL sorEEsA
£ answer |szs7 —
-
— y
Figure 56. Log windows of RF request/answer
I01-22-2014 18:20:16 1S014443-A RATS - |5014443.4
»»» CROSHFDLL_SENDRECVY, EO403DB5 08

<<< 800AD578009002D0A3080000
01-22-2014 18:20:16  1S014443-APPS
»>> CROSHFDLL_SENDRECV, DO110052A6 08 [
<<< 8006D07387080000 | e

The formatted request (ex: CR95HFDLL_STCmd, 010904680101DF) can be used in script
tool.

NFC Type 4A screen

This window will allows to send NFC APDU requests to be able to play with the M24SR tag
in NFC world (see Figure 57). This window is automatically reached when the "RF OFF RF
ON ANTICOLLISION RATS PPS" button is used and all the processes are done
successfully or when the user click on "NFC Type A" button.

3
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Figure 57. NFC Type 4A user interface

15014443-A NFC user interface M24SR64 =]
ccile
5 NDEF Tog Application Select  Verify (check if pwd required) € Enable Verification Requirement
" Capacity Container File " Verify (present password) " Disable Verification Requirement
€ System File € Change reference data € Enable Permanent State
" NDEF File |

dlick.

 Select

[T PCE [DID) CLA NS P1 P2 LC DATA L e ﬂwmm,p
[olosc [ ms | [0 [a4 o4 Joo o7 B [oo][ oreE | sendibiock | o
PCB. DID) CRC 0:Ack
[sbox [ 2 [ | po [ 185 ] sanasmo |
.
‘Lmutk H 02 ‘ H ‘nn‘nnH F109 ‘
S i —
. PCB (oiD] WTX CRC
ECEE | —— ] —
#request [020042040007D27500008501010035C0 Feneison o1z
rfanswer 0290007109
p—
calcul CRC ’7

The middle part of the window is used to generate the RF frame to be sent to the M24SR:
|_Block, R_Block, S(DES)_Block and S(WTX)_Block request.

All this field can be changed by clicking and modifying data

Four buttons are available to send |_Block, R_Block, S_Block requests.

Figure 58. | Block, R_Block, S_Block requests

KLEeT e PCE (DID)  CLA INS P1 P2 LC DATA LE CRC

(o ][0 [ J[o [ [+ oo or] ommomessior —oo][ orae ] et |
(o [ » [ ] [oros ] _smorn |
[oes e [ ] (oo ] _smosoes |
e £ [ 11 | senostomo |

The answer of the M24SR is filled in I_Block, R_Block, S_Block answer fields depending on
the request sent to the M24SR.

Figure 59. | Block, R _Block, S_Block answer

ALy PCB (DD} DATA SW1 SW2 CRC
| I_block || 02 | || | 90 | 00 || F109 |
PCB (DID) CRC
| R_block || | |
PCB (DID) CRC
| S(DSLT)_RES || | |
PCB (DID) WTX CRC
[ swr)_Rea || | I I |

The higher part of the window can be used to automatically fill the |_Block request.

The goal is to facilitate the communication with the M24SR (following NFC forum and
M24SR datasheet).

Several option buttons are available:

e NDEF Tag Application select
When this option is selected, the |_Block frame is filled with adequate data.
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Once the command option is selected, the data in I_Block rf frame are filled, you can
press the button “send |_Block” to send RF frame.

Capacity Container file
Selecting Capacity Container File option will allow other option to appear
clicking on one of this option will fill, the |_Block frame is filled with adequate data.

Figure 60. Capacity container file selected

" NDEF Tag Application Select " verify (check if pwd required) " Enable Verification Requirement
= £an & " Verify (present password) " Disable Verification Requirement
" System File " Change reference data " Enable Permanent State

" NDEF File

|DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD click to copy PWD storage

{* Select {~ Read Binary (length] |:|
" Read8inary

— Select command:
fill data with CC file Select command
— Read binary (length) command
fill data with read binary command on CC file in order to read the length of the cc
file
— Read binary command
fill data with read binary command on CC file

Once the command option is selected, the data in I_Block rf frame are filled, you can
press the button “send |_Block” to send RF frame.

— Select & read sequence button will launch automatically all the procedure and
will display it in a CC file result window

Select cc file
Read cc file length
Read cc file data

Display data in a specific CC file array (available only of no error detected)

3
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Figure 61. Specific CC file array

CC file

File offset |Meanin§ |‘."a|ue
D000 | CC file length OD0F
(0002 | Mapping version 20
Ox0003 | Max bytes [read) D0F&

Ox0005 | Max bytes (written] | DOFE

Ox0007 | T field o4
OxD00B | L field 06
Ox0009 | Field ID 0001
OneDD0B | Max NDEF file size 0200
D000 | Read access (]
OwDO0E | Write access oo

(1 20 3¢ aC s s 70

e System file
Selecting System File option will allow other option to appear.
Clicking on one of this option will fill, the I_Block frame is filled with adequate data.

Figure 62. System file selected

" NDEF Tag Application Select " verify (check if pwd required) " Enable Verification Requirement
" Capacity Container File " verify (present password) " Disable Verification Requirement
o+ By i select@resd | § Change reference data " Enable Permanent State
) il sequence
NDEF File 9 |p00000000DODDODOOD00DODDODOOO00D  click to copy PWD storage
(% Select ( Read Binary [length) \:l " Send Interrupt GPO
" Read Binary " State Control :SetGPO

(™ State Control : Reset GPO

— Select command:
fill data with System file Select command

— Read binary (length) command:
fill data with read binary command on System file in order to read the length of the
system file

— Read binary command:
fill data with read binary command on System file

—  Send Interupt GPO
—  State control: Set GPO
—  State control: Reset GPO

Once the command option is selected, the data in |_Block rf frame are filled, you can press
the button send |_Block to send RF frame.

— Select & read sequence button will launch automatically all the procedure and
will display it in System file result window

Select system file
Read sytem file length
Read system file data

Display data in a specific System file array (available only of no error detected)

3
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Figure 63. Specific system file array

SYSTEM file

i~ length 0012

" i2c protect 01

" i2cwdg o0

" GPO 11

{~ S5Treserved oD

{~ RFenable 81

{~ MNDEF File Nb | 00 [1files)
" UID 0236000042C509
{— Memaory Size | O1FF

" Product Code | 86

T

NDEF file
Selecting NDEF File option will allow other option to appear.

Clicking on one of this option will fill, the |_Block frame is filled with adequate data.

Figure 64. NDF file is selected

" NDEF Tag Application Select " verify (check if pwd required) " Enable Verification Requirement
" Capacity Container File " Verify (present password) " Disable Verification Requirement
" System File
(% INDEF Filel

" Change reference data " Enable Permanent State

‘DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD click to copy PWD storage

{+ Select { ReadBinary (length) |:| " UpdateBinary
" Read Binary
" Extended Resd Binary

Select command:
fill data with NDEF file Select command

Read binary (length) command:
fill data with read binary command on NDEF file in order to read the length of the
cc file

Read binary command

fill data with read binary command on NDEF file
Extended Read binary command

fill data with extended read binary command on NDEF file

Update Binary command
Fill data with update binary command on NDEF file

In case of M24SR request a WTX, this button will automatically manage it. The
M24SR will reply with a Window Extension request (that will be displayed in
S(WTX) answer array), then the tool will automatically send a S(WTX) request to
the M24SR

All this request / answer communication will be displayed in Log window.
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Once the command option is selected, the data in |_Block rf frame are filled, you can press
the button “send |_Block” to send RF frame.

—  Select & read sequence button will launch automatically all the procdure and will
display it in NDEF file result window (NDEF file can be decoded)

Select NDEF file

Read NDEFfile length

Read NDEF file data

Display binary data in a field (available only if no error detected)

Display decoded NDEF message if any is in a field (available only if no error
detected)

Figure 65. Binary data and NDEF message are detected
File

Binary data :
LD.‘E 0107550173742E636F60D

NDEF message :
http:/fwwa.st.com

¢ Commands to manage Password and Access Rights

Three command can be used to manage Passwords (Read password or Write password).

—  Verify (check if password is required)
fill data with Verify command

—  Verify (present password)
fill data with Verify command

— Change reference data (change password value)
fill data with Verify command

Note: Notes that a NDEF file has to be selected previously (see Datasheet)
The command sent will be applied to selected NDEF file

3
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Figure 66. Password management button

" NDEF Tag Application Select " verify (check if pwd required) 5 [eesTaes " Enable Verification Requirement
* read pwd
" Capacity Container File " Verify (present password) P P " Disable Verification Requirement
3 it d
" system File % Change reference data: SHRED " Enable Permanent State
~ -
(T3 (T, [o123456785a8c0EF01 23456 789ABC0EF  click to copy PWD storage

Three commands can be used to manage Access right and M24SR state (see Figure 66).

— Enable Verification requirement
fill data with Verify command

— Disable Verification requirement
fill data with Verify command

— Enable Permanent State
fill data with Verify command

Note: Notes that a NDEF file has to be selected previously (see Datasheet)
The command sent will be applied to selected NDEF file

Figure 67. Password management buttons

" NDEF Tag Application Select " verify (check if pwd required) &
" Capacity Container File " verify (present password) " Disable Verification Requirement
" System File " Change reference data " Enable Permanent State
- -

NDEF File { 0001 |p1234567854800EF0122456789ABC0EF  click o copy PWD storage

Access rights

NDEF Messages management button allows directly access to Type 4A NDEF Message

user interface (see Section 2.5.4)

Figure 68. NDEF message management button

MDEF meszages
management
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254 NFC Type 4A - NDEF Message user interface

This tool allows to to read or write a NDEF file in a M24SR device

Figure 69. NFC Type 4A - NDEF message user interface

MNFC type 4A - NDEF Message user interface =]

NFC type 4A - NDEF Message user interface

o/ fwww.st.com

Please type in your url :

http:/ S st.c0m| |

List of availoble prefix :
https:/funn.
http://

* if no prefix is used, all characters are written in the message

1wl

MIME Bluetooth Pairing
- .
MIME veard Proprietary data

READ NDEF MESSAGE WRITE NDEF MESSAGE

#»» CRO5HFDLL_SENDRECV, 0200B000021028

<<< 8018020100110081000286000042C50901 FF8690006108080000
|01-23-2014 14:27:57 NFC SEND I-Block - Select NDEF file (D001)

#»» CRO5HFDLL_SENDRECV, 0200A4000C02000128

<<< 80080350002D53080000
|01-23-2014 14:27:57 NFC SEND I-Block - Read NDEF file length

#»» CRO5HFDLL_SENDRECV, 0300B0O00000228

<<< 800A02000B30002526080000
|01-23-2014 14:27:57 NFC SEND I-Block - Read NDEF file

#»» CRO5HFDLL_SENDRECV, 0200B000020B28

<4< 801303010107550173742FE636F5609000D807 080000 s

-
C Text @ Uri " SmartPoster

save log

I

clear log

When this tool is selected, the CR95HF is configured as a 1ISO14443-A reader. See the log
window to know the configuration set up.

Figure 70. Log window of configuration setup

e e T T S S TR T T S
>0 CROSMPDLL_SENDRECY, 0200800002 1028
| << B01802010011008 100025600004 2C5090 1 FFES300061 08060000
|01-23-2014 14:27:57 NFC SEND I-Block - Select NDEF file (00D1)
=»» CRISHFDUL_SENDRECY, 0200A2000C02000128
<<« BODS0390002 053080000
01-23-2014 14:2757 NFC SEND I-Block - Read NDEF file length
2% CROSHFDLL_SENDRECY, 03008000000228
| <ce BODANZO00BI0002 526080000
‘Dlrla-ZUﬂ 14:2757 NFC SEND I-Block - Read NDEF file 3

= CROSHFDLL_SENDRECY, 0208000020828 |
<<< 801303010107550173742£636F6DI000DE07080000 -

READ NDEF MESSAGE button

The READ NDEF message button is used to launch all the procedure to select the device
and read the NDEF message. This whole process is described bellow.

DoclD018994 Rev 4 45/68

3




Using the CR95HF development software

UM1084

46/68

READ NDEF MESSAGE process:

The RF field is disabled in order to deselect the tag (RF Por).

The RF fied is enabled.

The Anticollision sequence is launched (RegA, Anticol, select, RATS, PPS). The

result is that the device is put in the NFC world.

Select Application launched

Read CC file process is launched (select, read length, read CC file)

The goal is to identify NDEF file ID

Read NDEF file process is launched (select, read length, read NDEF message)

Decoding of NDEF message

The available message is displayed on the screen (see Figure 71)

Figure 71. NDEF message is displayed

http/fwww.stcom

READ NDEF MESSAGE

This process is automatically stopped if any error or “no answer” is detected.

The Log window at the bottom of the screen will help to understand the issue in case of

error.

Figure 72. Log window when occur error on READ NDEF MESSAGE process

#»» CRISHFDLL_SENDRECY, 0200B000021028
<<< 8018020100110081000286000042C50901FF8690006108080000

01-23-2014 14:27:57 NFC SEND I-Block - Select NDEF file (0001)

#»» CRISHFDLL_SENDRECV, 0200A4000C02000128
<<< 80080390002 D53080000

01-23-2014 14:27:57 NFC SEND I-Block - Read NDEF file length

#»» CRISHFDLL_SENDRECY, 0300B000000228
<<< 800A0200089000252 6080000

01-23-2014 14:27:57 NFC SEND I-Block - Read NDEF file

#»» CRISHFDLL_SENDRECY, 0200B000020B28
<< 801303D10107550173742E636F609000D807080000

-

4 [Lm

save log

t

clear log
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WRITE NDEF MESSAGE User interface
At the right of the window, you will be able to prepare and write a NDEF message from a list

of NDEF message types:

o Text
Figure 73. Write Text NDEF message
Text message
Please type in your text :
Hello world |
*if no prefix is used, all characters are written in the message
o Text  Uri " SmartPoster @ N Rt (=R " Proprietary data
" MIME vcard g ey
WRITE NDEF MESSAGE

Figure 74. Write URL NDEF message

Please type in your url

http:/fwwnw.st.com

| »

List of available prefix -

https:/ fwan.
http://

*if no prefix is used, all characters are written in the message

" MIME Bluetooth Pairing

- .
® O e Proprietary data

™ Text & Uri " SmartPoster

WRITE NDEF MESSAGE
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. SmartPoster

Figure 75. Write SmartPoster NDEF message

Smart Poster message
Please type in your text :

Hello world !

Please type in your url :

http:/fwwnw.st.com

List of available prefix -

https:/ fwan.
http:// 52

*if no prefix is used, all characters are written in the message

" MIME Bluetooth Pairing
" MIME vcard

" Text O Uri

" Proprietary data

WRITE NDEF MESSAGE

e  MIME Bluetooth pairing

Figure 76. Write BT pairing NDEF message

Configure with your Bluetooth device informations

Bluetooth device address : ’a : ’E : ’E : ’E 3 ’H 3 ’ﬁ

[¥ Bluetooth local name :

|LD§itEI:h Boombaozx
’E ’H ’H Minor Device class

- Major Device class

Service class

¥ Class of Device :

¥ 16-bit Service Class UUID list [1108

|Examp|e of existing UUID j

set default values for BT pairing demo | Simplified Tag format for a single Bluetooth Carrier

+ MIME Bluetooth Pairing
" MIME vcard

O Text  © uri " SmartPoster " Proprietary data

WRITE NDEF MESSAGE

48/68
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Figure 77. Write vCard NDEF message

" import vour Outlook profile : vcard file(*.vcf) import veard [*vcf)

@ ar, fill the needed fields bellow :
Title: | par. =

Name: |DUPOND

Address details

Street: [zl de Peynier Rousse

First name : ,7
: lean City: |Rousset cedex
email: |dupon.jean@st.com State/Province :
o ZIP/Postal code : 13106
Organisation: [STMICROELECTRONICS Country/Region: [France]
Groupe Division: | =
lobtitle: |

Phone number: [+33442688388
Faxnumber: |

url: |http://www.st.com

" MIME Bluetooth Pairing

- .
B O et Proprietary data

" Text O Uri " SmartPoster

WRITE NDEF MESSAGE

e Proprietary data (that is not NDEF message but can be use to fill the memory with
hexadecimal data)

Figure 78. Write proprietary data

BINARY content

Please type in your BINARY data (Hexadecimal) :
0Z2AMADSBC125567879776C0OFE7B7FE4096674678676

Hexadecimal data will be written in NDEF file without header (NDEF length will be updated)

" MIME Bluetooth Pairing

& .
© MIME veard * Proprietary data

" Text  Uri " SmartPoster

WRITE PROPRIETARY MESSAGE
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WRITE NDEF MESSAGE process:
— The RF field is disabled in order to deselect the tag (RF Por).
— The RF fied is enabled.

—  The Anticollision sequence is launched (RegA, Anticol, select, RATS, PPS). The
result is that the device is put in the NFC world.

—  Select Application launched

— Read CC file process is launched (select, read length, read CC file)
The goal is to identify NDEF file ID

—  Write the Encoded NDEF messageThis process is automatically stopped if any
error or “no answer” is detected.

The Log window at the bottom of the screen will help to understand the issue In case of
error.

Figure 79. Log file when occur error on WRITE NDEF MESSAGE process

»>> CROSHFDLL_SENDRECY, 0200D600020BD10107550173742E636FED28 -
<<< 80080390002D53080000
01-24-2014 09:50:15 NFC SEND I-Block - Write NDEF file length
»»> CROSHFDLL_SENDRECY, 0300D6000002000828
<<< 8008029000F109080000
01-24-2014 09:50:15 NFC SEND I-Block - Read NDEF file length
»»> CROSHFDLL_SENDRECY, D02008000000228
<<< B00AD3000B9000612 DOB00D0D
01-24-2014 09:50:15 NFC SEND I-Block - Read NDEF file
»»> CROSHFDLL_SENDRECY, 0300B000020B828
<<< 801302D10107550173742E636F6 DEODDSZ?QUEODDd

< [m

2.6 1ISO14443-B menu

This section allows to communicate with ISO14443-B tags.

Select ISO14443-B from the main menu to use the DEMO-CR95HF-A as an ISO14443-B
reader. You can then choose between:

e 1SO14443-B cards

e S014443-B with NFC features

e  SRIxx & SRT devices

Figure 80.1SO14443-B menu

r.7 CRY5HF development scftware = |/ [E] iz_1

User Commands 15015693 15014443-A |15014443-B | 15018092 Tools Help
15014443-B Cards commands
15014443-B NFC commands

SRI512
SRT512
SRIZK
SRI4K
SRIXAK

Type_4B NDEF Message user interface

DEMO-CRS5HF-A BOARD CONNECTED version 1.6 | STMicroelectronics

3
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Select a device from the list (see Figure 81 and Figure 82 for an example). This
automatically configures the board as an 1ISO14443-B reader and displays all the
1ISO14443-B requests.
1ISO14443-B communications are configured as follows:

— 106 kbits/s data rate for both transmission and reception

— CRC appended

The 1SO14443-B configuration is displayed in the log window.
The upper part of the window contains buttons allowing to send 1ISO14443-B requests
to tags through the DEMO-CR95HF-A antenna (refer to the device datasheet).

Select the ISO14443-B menu to launch one of the following user interface (see Figure 82):

— 18014443-B Cards commands: (see Section 2.6.1)
This menu allows the user to send any ISO14443-B requests

— 18014443-B NFC commands: (see Section 2.6.2)
This menu allows the user to send any 1ISO14443-B requests

— SRI512 SRT512 SRI2K SRI4K SRIX4K (see Section 2.6.3)
This menu allows the user to send any ISO14443-B requests to SRXxx product

— Type_4B NDEF Message user interface (see Section 2.6.4)
This menu allows the user to read and write NDEF message to Tag Type 4B

1ISO14443-B Cards commands
This window allows to communicate to any 1ISO14443-B card.

When selecting the 1ISO14443-B Card commands, the user interface is displayed, as shown
in Figure 82
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Figure 81. Example of ISO14443-B user interface

15014443-B  user interface =]

15014443-B user interface

RE8 ,? W FFEFFEFF e ANSWEFR\RST BYTE: 50

AFI b8 b7 b6 b5 b4 b3 b2 bl PUPI : AABBCCDD
o T P APPLICATION DATA : 30ABABO1
- PROTOCOL INFO : D0B1E1
¥ I=U CRC: AEDD
Extended ATOA

ATTRIB 1D |AABBCCDD | 00 | 04 | 01 |00 Answer : 10F9ED

MBLI / CID : 10

PUPI RFU (b8 to b5)
MBLI : 1
CID (b4 to b1) ey
15014443 compliant CRC : FOEO
Max frame size

Authorized response time

HLTB. 50 |AABBCCDD ANSWER :

PUPI

Send any frame ,7 RF field OFF

rf request |1 DAABBCCDDOO040100

1 answer |EDD4IDFE 000

show Log
calcul CRC

The protocol selection is launched immediately. The summary of the commands sent to the
CR95HF are included in the log window. Click on “show log” to display it (see Figure 83)

Figure 82. Log file

01-23-2014 16:14:45 CRISHF CONFIGURATION : 1S014443-8 protocol -
»»> CROSHFDLL_SELECT, 03010180
<<< D000

01-23-2014 16:14:45 15014443-B : INCREASE DEMOD GAIN
>>> CRISHFDLL_STCmd, 01090468010130

<<< 0000 -
clear log

save log

Some basic commands are available to be able to play with TOPAZ cards such as:
e REQB

e WPUB

e ATTRIB

Log window can be displayed by clicking on “Show log” button.

3
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1SO14443-B NFC commands

Figure 83. 1SO1443-B user interface

15014443-B NFC user interface B

15014443-B NFC user interface

REQE os [oo [o[o[efofofofofo ATOB ANSWER : :
FIRST BYTE : 50
AFI b2 b7 b bS b4 b3 b2 bl PUPI : AABBCCDD
RFU N 5 APPLICATION DATA : 30ABABO1
2 S PROTOCOL INFO : 0081E1
1-wurs CRC : AEOD

Extended ATOA

ATTRIB 1D |AABBCCDD | 00 |04 |01 | 0O Answer : 10FSED

PUPI RFU [bE to bS) MBL”;‘BDLi o
CID (b4 to b1) co:0
15014443 compliant CRC : FOEQ
Max frame size

Authorized response time

HLTB 50 |AABBCCDD ANSWER :
PUPI
f request [1DAABBCCDDO0040100 oo |
NFC TYPE 4B TAG
f answer |B0D410F3E00D g

show Log

’7 calcul CRC ,7 g

The protocol selection is launched immediately. The summary of the commands sent to the
CR95HF are included in the log window. Click on “show log” to display it (see Figure 83)

Figure 84. Protocol select for ISO14443-B

01-23-2014 16:14:45  CR9SHF CONFIGURATION : 150144438 protocol -
> CROSHFDLL_SELECT, 03010180
<< 0000 NFC TYPE 48 TAG
01-23-2014 16:14:45  15014443-B : INCREASE DEMOD GAIN 2l = =
> CRISHFDLL_STCmd, 01090468010130 ... hidelog 3
<<< 0000 -

This screens allow to send 1SO14443-A commands:

e REQB
e WUPB
e ATTRIB

REQB & ATTRIB commands are mandatory to put the ISO14443-B NFC card into NFC
world.

As soon as this commands have been sent successfully, you will be able to send NFC
commands.

This commands are available on a second window. To show this window, please click on
NFC TYPE 4B TAG button.

This window will allows to send NFC APDU in order to play with the NFC Type 4B tag.
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Figure 85.1SO14443-B NFC user interface

15014443-B NFC userinterface B
cc file
' NDEF Tag Application Select  Verif " Enable verification Requirement
" Capacity Container " Verify password " Disable Verification Requirement
" NDEFFile " Change reference data " Lock Access (OxBO -> OxFF/FE)

click g

& Selec
BEQUEST VBlock & R-Block option
ol fl P L 1 | Biock Number

PCE DI} LE CRC
[ielock ][ 03 ] [0 As]o4 o0 o7 | [ Joo|[ 5044 | senarbiock | ¥ autofoliow BN
CRC

PCB DID)
Rook [ 4 || 967 | sendfbluck PE—

0:Ack

P2 (DID) cRC
S(DsiT)_ReQ - 255 send$S_REQ [~ b5 : ACK/NACK (R-Block) NDEF file

FCB (DiD) WTX CRC
‘ S(WTX)_RES. ” F2 ‘ H 00 ” FF40 | send§_RES ‘
ANSWER
P2 [DID) DATA Swisw2  CRC
[1block [z T Il [s0Joo ][ aeea |

P2 (DiD)
R_block

P2 (DID)
5(DSLT)_RES

PCB (DI} WTX CRC
T - [ —

1S014443-8
rf request |0200A4040007Dz?sDDDDBSleDD j

show Log
calcul CRC

NDEF messages
management

rfanswer 0280002964

For more informations about the use of each button, please refers to Section 2.5.3.

2.6.3 Type_4B NDEF Message user interface

The functionality of this tool is the same as the NFC TYPE 4A TAG that can be found in
ISO14443-A (see to Section 2.5.4 for more informations about how to use it).

3
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Figure 86. NFC Type 4B user interface

NFC type 4B tag - NDEF Message user interface

NFC TYPE 4B TAG - NDEF Message user interface

http:/fwww. st com

Please type in your url

http://www.st.com

List of available prefix N

hitps:/ .
hitp:// a

* ifno prefix is used, all characters are written in the message

 Text

" MIME Bluetooth Pairing

- .
£ MIME veard Proprietary data

& uri " SmartPoster

READ NDEF MESSAGE

'WRITE NDEF MESSAGE

<=< 800802000F3000658A00

NFCSEND I-Block - Read CCfile
»5>CRISHFDLL_SENDRECV, 0300B000020D

<2< 80130 104 00
NFCSEND I-Block- Select NDEF file (E104)

»5> CRISHFDLL_SENDRECV, 0200A4000002E104

<<< 8006029000296A00

NFCSEND I-Block - Read NDEF file length
»5>CRISHFDLL_SENDRECV, 030080000002

<<< 8008030008300040E200

NFCSEND I-Block - Read NDEF file
»5>CRISHFDLL_SENDRECV, 020080000208

<2< 801102010107550173742E636F6D3000B06DO0

01-23-2014 16:40:48

01-23-2014 16:40:48

01-23-2014 16:40:48

01-23-2014 16:40:48

save log

U clear log

SRIxx/SRTxx products

Figure 87. Example of 1ISO14443-B user interface for SRIxxx

15014443-B user interface SRT512

Reset to Inventory
SelectiChip_ld) Chipld = ,?
Slot Marker (SN) SN= ’FEE’F

Completion
Get UID UID = |D002325919D9B57E

1S014443-B Cards user interface (SRixxx) :

Read Single Block
Read system area @FF

‘Write Single Block |

RF block address

from [po
to |oF

1S014443-8 Anticollision o
=

ES 6: ES 12: 15
4: 7 10: 13:
r 2: ChiplD=12 5: 8: 11 14

Send any frame ’7 request= |8

answer = [B00B7EBSD919593202D039E400

SLOT MARKER (15)
> CROSHFDLL_SENDRECV, F6

01-23-2014 16:58:54

01-23-2014 16:58:54 SELECT
»»> CROSHFDLL_SENDRECY, DE12
<<< 800412EBC300

01-23-2014 16:58:54 GETUID

»»> CROSHFDLL_SENDRECY, 0B
<<< 800B7EB5D919593202D039E400

<<< 8700 : Frame wait time out OR no tag

<<< 8700 : Frame wait time out OR no tag

RF POR

Save Log
™ Clear Log
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The 1SO14443-B configuration is displayed in the log window as shown in figure.

The window allows to send all the command of the datasheet for this products :

Reset to Inventory

Initiate

Select

Slot Marker

Pcall16

Completion

Get UID

Read Single Block

Read System area (address 0xFF)
Write Single Block

A single button allows to launch all ths Anticollision sequence.

2.7 1ISO18092 menu

1. Select 1ISO18092 from the main menu to use the DEMO-CR95HF-A as an ISO18092
reader (see Figure 88).

Figure 88. 1SO18092 menu

&7 CRI95HF development software = | E i

User Commands 15015693 15014443-A 15014443-B 15018092 | Tools | Help

DEMO-CRI5HF-A tool box
Tag Detection tool

Auto Detect tool

Script tool

DEMO-CRS5HF-A BOARD CONNECTED version 1.6 | STMicroelectronics

2. Select 1ISO18092 Cards commands from the list. This automatically configures the

board as an ISO8092 reader and displays all the ISO18092 requests.

The 1SO18092 configuration is displayed in the log window as shown in Figure 89.

56/68
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Figure 89. 1SO18092 log window

Is018092 user interface 15018092 @

POLLING command

1S0O18092 Cards user interface :
E |FF ‘FF | o0 j ‘ 00 :Max number of slots =1 j

00 :norequest
01 :System Codea request

L Time slat
Request code —————

System code 02 :Performance Parameter request
Cammand code

Answer : |01 | 0127006ECDAC3ES3

* Click ta use this Manufacture D

| 00F0000002060300

0127006ECDAC3E93

F| 0900 F [ 000

Answer : |07 | 0127006ECDAC3B93

11223344556677389500AABBCCDDEEFF

0127006ECDAC3BS3

WRITE command iz} |

112233445566773895900AABE CCDDEEFF

|—1| 0300 |—1 | 3000 |

Answer: |09 | 0l27006ECD4C3BI3

Loop [

* datarate 212k datarate 424k

Send any frame |

request = |EIGIIIJ.27'EIDGECD4CSBQ3IIIJ.DQIIII]IIIJ.SEHIIEI

07-28-2013 14072

== CRISHFDLL_SENDRECY,
0B0127006ECDACIBO30109000180001122334455667788
READ
= CROSHFDLL_SENDRECY, 0601
<2< 8010070127 006ECD4C3B93(

07-26-2013 14:07:42

Launch RF FOR
Save Log

- Clear Log |

D4C3B9301090001
1111223344556677869900AABBCCDD

Polling command can be done to communicate with an 1ISO18092 card. The response of the

tag will be displayed in several fields.

ManufacturelD is displayed in the second field. Click on this field to fill the Read & Write

commands with this mandatory field.

Read command and Write command

DoclD018994 Rev 4
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Tools menu

Select the Tools menu to launch one of the following tools (see Figure 90):

DEMO-CR95HF-A tool box (see Section 2.8.1: DEMO-CR95HF-A toolbox)
This menu allows the user to send requests to the DEMO-CR95HF-A board.
Tag Detection tool (see Section 2.8.2: Tag Detection tool)

This menu can be used to launch a DEMO-CR95HF-A calibration and a CR95HF Tag
Detection.

Auto Detect tool (see Section 2.8.3: Auto detection tool)
This menu allows to launch successive anticollision processes on several RFID
technologies in order to detect tags

Script tool (see Section 2.8.4: Script tool)
This menu allows to transmit and execute a sequence of CR95HF requests.

Figure 90. Tools menu

&7 CROSHF developrment software = nC
User Commands 15015693 15014443-A  IS014443-B 15018092 Help

DEMO-CRESHF-A tool box

Tag Detection tool

Aute Detect tool

Seript tool

DEMO-CR9SHF-A BOARD CONNECTED versicn 1.6 | STMicroelectronics
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DEMO-CR95HF-A toolbox

The DEMO-CR95HF-A toolbox allows to send the following requests to the DEMO-
CR95HF-A board (see Figure 91):

e Get MCU revision: reads the revision of the STM32 microcontroller firmware.

e Get DLL revision: reads the revision of the DLL installed on your PC.

e IDN: sends an IDN command to the CR95HF and receives the answer.

e  Field Off: turns the RF field off.

e Echo: sends an Echo command to the CR95HF and receives the answer.

e Reset SPI: resets SPI communications between the STM32 MCU and the CR95HF.

e Negative pulse on IRQ in: applies a negative pulse on the CR95HF IRQ input.

e Negative Pulse on SPI NSS: applies a negative pulse on CR95HF NSS pin.

e Polling + reading: puts the CR95HF in polling & reading mode.

e Get interface pin state: detects the bus configuration of the DEMO-CR95HF-A board.
e Change Modulation depth and Receiver Gain: modifies the setting for ISO14443-A.
e Change TimerW value: modifies the setting for ISO14443-A.

Figure 91. DEMO-CR95HF-A toolbox

DEMO-CR95HF-A tool box

| | | Get DLL revision ,7 ,—

Get Har reversion | | Echao ,— Ficld Off ,—

DEMO-CRESHF-A USE DEMO-CRESHF-A USE

Connect Handle Chack
IDN | |
Reset SPI ,7 Negative pulse on IRQ in ,7
Polling + reading ,7 MNegative pulse on SP1 NSS ,7

Getinterface pin state . . .
{ UART bus { SPlbus O TWI

Change Madulation depth®

and Receiver Gain™ for | 1 i j | 3:27dB j F ,7

15014443-A

Change Timerw * value for |5g j |
15014443-4

* These values will be applied to oll 1501444 3-A protocol select commands

Save Log Clear Log
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2.8.2 Tag Detection tool

Two commands are available (see Figure 92):
e Calibration
Clicking the Calibration button performs a DEMO-CR95HF-A calibration to determine

the DacDatal/DacDataH parameters that will be used in Tag Detection mode. The
calibration sequence is the following:

a) Send an Idle command to the CR95HF with DacDatalL fixed to 0 and DacDataH
set to its maximum value.

b) Read the Wakeup register to check whether the CR95HF has entered Wakeup
mode on a tag detection event. Otherwise, a new Idle command is sent with a
lower DacDataH value. These steps are repeated until a tag is detected.

The DacDatal/DacDataH parameters that will be used for tag detection are:
DacDatalrag detection = DacDatalcjipration - 2

I:)aCI:)atal'lTag detection = DacDataHcjipration + 2, DacDataHcjipration €ING the
value corresponding to the detection limit.
e Tag Detection

The tag detection sequence is performed using the DacDatalrag getection/DacDataHr,g

detection-

a) Send an Idle command to put the CR95HF in tag detection state.

b) Wait till the CR95HF wakes up: read the Wakeup register to check if the CR95HF
has been woken up by a tag detected in the RF field or by timeout.

If a tag is detected in the DEMO-CR95HF-A field, the CR95HF enters Wakeup mode,
and an ISO15693/ISO14443-B anti-collision procedure starts to identify the tags
present in the field.

To perform one-shot tag detection, uncheck both Loop and Loop until a tag is
detected, before pressing the Tag Detection button.

If only Loop is checked, the tag detection runs continuously and stops when Loop is
unchecked.

If only Loop until a tag is detected is checked, the tag detection runs continuously
and stops when a tag is detected and identified.

3
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Figure 92. Tag detection interface

Tag Detection user interface

Calibrate your DEMO-CRI5HF-A

board before using "Tag Detection" Tool

Calibration

Select RF protocols
¥ 15015693 v 15014443-B

WUFlags

v 15014443-A ¥ 15014443-B (SRlxx) laop
¥ 15018092 E E
note : if no protocol selected, tag detection only
=+l =14l
Result

IDLE command parameters

’—bz . Calibration results : TS ’_5'] Sl G0 I_BF

Dachatal = 0xl6 E DachataH = oxla |58 Dacstart 50 MaxSleep [o1

WU Period 0
[~ with ReadReg Vi eriod 120

Launch Tag Detection process

Change IDLE parameters

[ loop until atagis detected

Launch Tag Detection 1 DacDatal DacDataH

15015693 tag - ‘

15014443-A card ‘

15014443-B card ‘

1S014443-B tag (SRIxx) - |o

3 & 5 12 15
1 4 7: 10 13:
2 5 B 11 14

1SO18092 Card :

08-28-2013 13:34:43 === CROGHF
<ee 0z

03-28-2013 133443 w - Cal

Py
08-28-2013 13:34:42 =z == 3th step - Calibration with DachataH=0x13 | Launch RF POR

DII_STCmd, 01 070E03ALOOFE0

Save Log

ibration result - DacDatal = 0x1& / DachataH = 0x14
Clear Log |

Auto detection too

The Auto detection tool allows to play a tag hunt on several RFID technologies (see

Figure 93).
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Figure 93. Auto Detect tool interface

Select RF protocels

v 15015693 v 15014443-A | ISO14443-B Iv 15014443-B {SRIxx) v 15018092

Select at least one RF protocol to be oble to lounch Auto Detection process

Launch Auto Detection process

* noloop

" infinite loop on all selected protocols

" loop an all selected protocols until atagis found

" loop an all selected protocols until atagis found, then loop an this tag only

Launch Aute Detection

Result
1SO15693 tag - ‘
15014443-A card ‘
15014443-B card ‘
15014443-B tag (SRIxx) = |o: 3: CE 12 a: 15:
1 4 7 10 13
2 B k3 11 14

15018092 Card :

Launch RF POR
Save Log

m— earLog S

e Select RF protocols
By selecting one or more RF protocol, you can define which kind of tag will be detected
and on which protocol the tag hunt will be launched.

e Launch Auto Detection process
The Launch Auto Detection button allows to launch a tag hunt on a selected process.
This can be done once. The Loop option can be selected.

e Result
In case of a Tag detection, the result field will be the field with the Tag identification.

Script tool

The Script tool allows playing a script containing a sequence of CR95HF commands (see
Figure 94). The following functions are available:

e Save Script saves the script in a text file.
e Load Script loads a script file

e Launch Script runs the script. The script is executed until an error occurs. Read the
log to identify the cause of the error and correct your script. This can be due to a syntax
error. Refer to the Script Help to correct it.

The Script Help (see Section 2.9: Help menu) describes the syntax of all the commands that
can be sent to the DEMO-CR95HF-A.

3
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CRI5HF script kool (5]

Figure 94. Script tool interface

lrzni. Echo :
CROSHFDI_STCmd, 0155 b B

REM, Reod wake up registe
CRISHFDI_STCmd, 0108036201

gl

Save Script

[=1
s

[=]
=1

REN, Set iS015693 protocol
CAISHFDM Select, 0100

REN, 15015693 inventory
CRISHFDI_SendRecv. 260100

Launch Script ‘

I~ LOOP ONSCRIPT
[u]
0 forinfinity loop

Script Automation

08-28-2013 13:33:04 REM, Echo
08-28-2013 13:33:04 #=> CRISHFDLL_STCMD, 01 55
<<< 5500

08-28-2013 13:38:04 REM, Read wake up register
08-28-2013 13:35:04 === CRISHFDLL_STCMD, 01 0803620100
<=< Q00102

08-28-2013 13:38:04 REM, SetIS0O15693 protocal
03-28-2013 13:38:04 x> CRISHFDLL_SELECT, 010D

<<< 0000
08-28-2013 13:38:04 REM, 15015693 inventory request

08-28-2013 13:38:04 === CRESHFDLL_SENDRECY, 260100
=<< BO0DO000TE43C3EDOBA40ZEDESECO0

Save Log

Clear Log ‘

Help menu

Select the Help menu to access the following functions (see Figure 95):

Change background color

This function changes the color of the main window. Once set, the background color is
saved and recalled each time the software is used (see Figure 96).

Script Help

This function allows to get information on CR95HF function syntax (see Figure 97). It is
particularly useful when developing a script (see Section 2.8.4: Script tool).

About ...

Click About ...to get information on the CR95HF development software (see
Figure 98).
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Figure 95. Help menu
r.7 CRY5HF development scftware @M1

User Commands  1S015693 15014443-A 1S014443-B 15018092 Teols
Open *.bin file with BinEdit
Change background color
Script Help
About ...

DEMO-CRS5HF-A BOARD CONNECTED | version 1.6 | S5TMicroelectronics /A
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Figure 96. Change background color menu

Color @
Baszic colors;

M TEl NN
N RN
HEE N EENNEN
R R R R R R
EEEEEEEN

Cuzstom colors:

T RN
AN EEEEENE

Define Cuztom Colars »3»

Ok | Cancel |
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Figure 97. Script help

Script Help

Available commands on Script tool

Cotnent

Wait (max 59993933)
Put Breakpoint on script flow
Clear log

Echo to CRSSHF

Send IDN redguest

Send select reguest

Send Zend/Receive reguest
Send transparent cormmand
CRS5HF Field Off

Get D1l revision

Get MCU revision

Send Pulse IRQ in

Beset SFI

Get Interface Pin State
Jend N33 Pulse

CRS5HF Polling + Reading

DEMO-CR95HF -4 U3E Connect
DEMO-CRO5HF -4 U3E Handle check

Custom commands

inticolision ISC14445-4

Send APDU IS014443-14

Initiate for JRIxx (save Chip_Id wvalue]
Select for 2RIxx with Chip Id

Script
EEM, send ECHO request
CEQSHFDLL ECHO
REM, send IDN reguest with STCHMD
CEQSHFDLL 3TCHD, 010100

REM, note

WALIT, 1000
BREAK
CLELAR LOG

CROSHFDLL_ECHO
CRSSHFDLL_IDN
CROSHFDLL_SELECT, data®
CROSHFDLL_SENDRECY, data®
CROSHFDLL_STCMD, 01 + data®
CRSSHFDLL_FIELDOFF
CROSHFDLL_GETDLLREV
CROSHFDLL_GETMCUREV
CROSHFDLL_PULSE_IRQ IN
CROSHFDLL_RESET SPI
CROSHFDLL_GET_INTERFACE PIN STATE
CROSHFDLL_N35_PULSE
CROSHFDLL_POLLING READING

CE9SHFDLL U3E CONNECT
CRO9SHFDLL USE HANDLE CHECK

*data = hexadecimal formated walus

on Script tool

CROSHF_I5014443-A Anticolielectlis
CROSHF_I5014443-A SEND AFDU + data®
CROSHF_SRIxx Initiate
CRS5HF SRIxx Select

i " by defsult, Chip Id data = 0x00

example

Figure 98. About window

WERSION 1.5

SOFTWARE FOR DEMO-CRIEHF-A

Internet web site : hitpi/ A st.coms

Copyright STMicroelectronics 2013

Also awailable, Datasheet and Application notes, Gerber files for Antenna Design ..

Please, connect to our Internet web site o download a new software revision with updates and impraovements.

Infos systeme..
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Log window

The log is displayed at the bottom of each window. It contains all the requests sent to the
DEMO-CR95HF-A through the USB interface. The log contains the following information:
e Date and hour when the command has been sent.

e Request and parameters sent to the DEMO-CR95HF-A: name of the command sent to
the board through the DLL, followed by all parameters in hexadecimal format.

. Answer from the CR95HF.

The command and parameter formats are compatible with the Script tool (see Section 2.7:
1SO18092 menu) and can be directly copied in a script file.

As an example, the log contains the information shown in Figure 99 when an Idle command
is sent to the board. In this example:

‘CR95HFDII_STCmd 01 070E0922003800180020606064743FFF’ means that:

—  The CR95HFDII_STCmd request has been sent to the DEMO-CR95HF-A.

— ‘071 is the header of CR95HFDII_STCmd command.

—  ‘070E0922003800180020606064743FFF’ corresponds to an Idle command
followed by its parameters.

‘FDOO0’ is the answer from the DEMO-CR95HF-A board.

Figure 99. Log window for an Idle command

07-07-2011 11:1%:22 = CROSHFRI_ETCmd, 0LOTOE02220:0 FE00L500 20606064 74 IFFF
FOO0

save Log

Llear Log |
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Revision history

Table 1. Document revision history

Date

Revision

Changes

12-Jul-2011

1

Initial release.

28-Oct-2011

Changed document title.
Updated disclaimer on last page.

12-Sep-2013

Updated the title and the Introduction for RPN consistency.

Added Section 2.7: ISO18092 menu and Section 2.6: ISO14443-B
menu.

Extended the list of Section 2.8.1: DEMO-CR95HF-A toolbox.
Added Section 2.8.3: Auto detection tool.

Updated several software figures (Figure 13, Figure 17 to Figure 22,
Figure 24 to Figure 41 ...)

Added Figure 81: Example of ISO14443-B user interface.

25-Feb-2014

Updated Section 2.3: User commands on page 13, added Figure 14:
User command menu

Added new Section : 09: WrReg on page 20 with new Figure 26.

Added new Section 2.3.2: RX95HF commands menu on page 21
with new figure from Figure 31 to Figure 40.

Added new Section 2.5 and Section 2.6 with new figures from
Figure 44 to Figure 87

Updated Figure 13, Figure 41, Figure 88, Figure 90 and Figure 95
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